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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. Na tional bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint tech nical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 15444-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 29, Audio, Picture, Multimedia and Hypermedia Information .

This second/third/... edition cancels and replaces the first/second/... edition (), [clause(s) / subclause(s) /
table(s) / figure(s) / annex(es)] of which [has / have] been technically revi sed.

ISO/IEC 15444 consists of the following parts, under the general title Information technology — JPEG 2000
image coding system:

Part 1: Core coding system

Part 2: Extensions

Part 3: Motion JPEG 2000

Part 4: Conformance testing

Part 5: Reference software

Part 6: Compound image file format

Part 8: Secure JPEG 2000

Part 9: Interactivity tools, APIs and protocols
Part 10: 3-D and floating point data

Part 11: Wireless

Part 12: ISO base media file format

viii © ISO/IEC 2004 — All rights reserved
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Introduction

In the “Digital Age” the Internet provides many new opportunies for rightholders regarding the electronic
distribution of their work (books, videos, music, images, etc.).

At the same time, new information technolog y radically simplifies the access of content for the user. This goes
hand in hand with the all pervasive problem of pirate d digital copies —with the same quality as the originals-
and “file-sharing” in peer-to-peer networks, which gives rise to continu ed complaints about great losses by the
content industry.

World Intellectual Property Organization (WIPQO) and its member countries (170) have an important role to
play in answering that copyright, and the cultural and intellectual expression it fosters, remain s well protected
in the 21 century. The new Digital economy and the creative people in every country of the world depend on it.
Also in Dec 1996, WIPO Copyright Treaty (WCT) has been promulgated with two important articles (11 and

12) about technological measures and obligations concerni ng Right Management Information :

Article 11

Obligations concerning

Technological Measures

Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of
effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty
or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by the authors
concerned or permitted by law.

Article 12

Obligations concerning Rights

Management Information

(1) Contracting Parties shall provide adequate and effective legal remedies against any person knowingly performing any
of the following acts knowing, or with respect to civil remedie s having reasonable grounds to know, that it will induce,
enable, facilitate or conceal an infringement of any right covered by this Treaty or the Berne Convention:

(i) to remove or alter any electronic rights management information without authority;

(ii) to distribute, import for distribution, broadcast or communicate to the public, without authority, works or copies of
works knowing that electronic rights management information has been removed or altered without authority.

(2) As used in this Article, " rights management information" means information which identifies the work, the author of the
work, the owner of any right in the work, or information about the terms and conditions of use of the work, and any
numbers or codes that represent such informati on, when any of these items of information is attached to a copy of a work

or appears in connection with the communication of a work to the public. 10

This treaty provides a solid foundation to protect Intellectual Property. As of 2004, about 50 countries ratified
this important treaty. Therefore, it is expected that tools and protective methods that are recommended in
JPEG 2000 must ensure the security of transaction, protection of content (IPR), and protection of technologies.

Security issues, such as authentication, data integrity, protection of copyright and Intellectual Property, privacy,
conditional access, confidentiality, transaction tracing, to mention a few , are among important features in
many imaging applications targeted by JPEG 2000.

The technological means of protecting digital content are described and can be achieved in many ways such
as digital watermarking, digital signature, encryption, metadata, authentification, and integrity checking.

Part 8 of JPEG 2000 standard intends to provide tools and solutions in terms of specifications that allow

applications to generate, consume, and exchange S ecure JPEG 2000 bitstreams. This is referred to as
JPSEC.

© ISO/IEC 2004 — All rights reserved iX






COMMITTEE DRAFT ISO/IEC CD 15444-8

Information technology — JPEG 2000 image coding system —
Part 8: Secure JPEG 2000

1 Scope

This document specifies ISO/IEC International Standard| Recommendation 15444 -08 for securing JPEG 2000
bitstreams. It specifies the framework, concepts, methodology and criteria to be used to claim that a JPEG
2000 file or bitstream is secure according to ISO/IEC International Standard| Recommendation 15444 -08.

The scope of this document is to define:

1.) a normative codestream syntax c ontaining information for interpreting a secure image data

2.) a normative process for registering JPSEC tools at a central registration authority delivering a unique
identifier

3.) informative examples of JPSEC tools in typical use cases
4.) informative guidelines on how to implement the security services and related metadata.
The scope of this document is not to describe specific secure applications or to limit ISO/IEC International

Standard| Recommendation 15444-08 to specific techniques but to enable future extensions as the
development on secure data transfer goes on.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated refere nces, the latest edition of the referenced
document (including any amendments) applies.

ITU-T Rec. T.800 | ISO/IEC 15444-1:2000, Information technology — JPEG 2000 image coding system: Part
1: Core coding system

ITU-T Rec. T.801 | ISO/IEC 15444-2, Information technology — JPEG 2000 image coding system: Part 2:
Extensions

ISO/IEC 15444-3, Information technology — JPEG 2000 image coding system -- Part 3: Motion JPEG 2000

© ISO/IEC 2004 — Al rights reserved 1
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3 Terms and definitions

For the purposes of this document, the following terms and defini tions apply. The definitions defined in ITU-T
Rec. T.800 | ISO/IEC 15444 -1:2000 Clause 3 apply to this International Standard.

3.1

Access control

The prevention of unauthorized use of a resource, including the prevention of use of a resource in an
unauthorized manner [ISO/IEC 7499 -2].

3.2
Authentication
The process of verifying an identity claimed by or for a system entity.

3.21

Source authentication

Source authentication is the verification that a source entity (say, user/party) is in fact the claimed sou rce
entity [ISO/IEC 9798-1: 1997, ISO/IEC 11770-2: 1996, ISO/IEC 11770-3: 1999, ISO/IEC FDIS 15946-3
(02/2001)].

3.2.2

Fragile/Semi-fragile image authentication

Fragile/semi-fragile image authentication includes both image source authentication and image data/image
content integrity verification. The process should be able to detect any change in the signal and identify
where it has taken place and possibly what the signal was before modification. It serves at proving the
authenticity of a document. The difference between fragile and semi-fragile image authentication is that the
former is to verify the image data integrity and the latter to verify the image content integrity.

3.3

Confidentiality

Confidentiality is the property that information is not made available or disclosed to unauthorized individuals,
entities or processes [ISO/IEC PDTR 13335-1 (11/2001)].

3.4

Data splitting

Data splitting is a method to protect sensitive data from unauthorized access by encrypting the data and
storing different portions of the file on different servers. When split data is accessed the parts are retrieved,
combined and decrypted. An unauthorized person would need to know the locations of the servers containing
the parts, be able get access to each server, know what dat a to combine, and how to decrypt it.

3.5
Decryption
Inverse transformation of the encryption. An alternative term for decryption is deciphering.

3.6

Digital Signature

Data appended to, or a cryptographic transformation of, a data unit that allows a recipi ent of the data unit to
prove the source and integrity of the data unit and protect against forgery, e.g. by the recipient [ISO/IEC 7499 -
2].

3.7

Encryption

(Reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. to hide the
information content of the data. An alternative term for an encryption algorithm is cipher.
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3.8

Fingerprints

Fingerprints are characteristics of an object that tend to distinguish it from other similar objects. They enable
the owner to trace authorized users distributing them illegally. In this respect, fingerprinting is usually
discussed in the context of the traitor tracing problem.

3.9
Hash function: A function which maps strings of bits to fixed -length strings of bits, satisfying the following two
properties:

¥  For a given output, it is computationally infeasible to find an input which maps to this output;

¥  For a given input, it is computationally infeasible to find a second input which maps to the same output.
Computational feasibility depends on the user's specific security requirements and environment. [ISO/IEC 14888 -1: 1998].

3.10

Integrity

The property of being able to safeguard the accuracy and the completeness of assets. [ISO/IEC PDTR 13335 -
1 (11/2001)]

3.10.1

Image data integrity

Image data integrity denotes the property that data has not been altered or destroyed in an unauthorized
manner. [ISO/IEC 9797-1: 1999]

3.10.2

Image content integrity

Image content integrity refers to the assurance the image content has not been modified by unauthorized
parties in such a way that its perceptual meaning is changed. It allows the content -preserving operations to be
performed on the image without triggering the integrity alarm.

3.11

JPSEC application

A JPSEC application is any software or hardware process t hat is capable of consuming JPSEC bitstreams by
interpreting the JPSEC syntax in order to provide the specified security services. It makes use of one or
several JPSEC tools.

Example: A JPSEC application would be able to read encrypted JPSEC bitstreams, de crypt them when
provided with the appropriate key and render the JPEG 2000 original clear -text image data.

3.12

JPSEC bitstream

A JPSEC bitstream contains JPEG 2000 coded data which has been modified to provide one or several
security services. For instance the original JPEG 2000 coded data may be partially or totally scrambled or
encrypted to provide confid entiality. Furthermore, a JPSEC bitstream includes signalling implemented by the
SEC and INSEC marker segments.

3.12.1

JPSEC creator

The entity who creates a JPSEC bitstream from an image, a JPEG 2000 codestream, or a JPSEC codestream
in order to provide some JPSEC services.

3.12.2

JPSEC consumer
The entity who receives a JPSEC bitstream and renders the JPSEC services based on the bitstream.
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3.13

JPSEC service

A JPSEC service provides security for consumption of JPEG 2000 images. The service counters security
attacks and makes use of one or several JPSEC tools.

3.14

JPSEC Registration Authority

JPSEC registration authority is in charge of delivering a u nique ID to reference a JPSEC tool and storing the
parameter list of the JPSEC tool's description.

3.15

JPSEC tool

A JPSEC tool is a hardware or software process involving security techniques that implements a security
service. In JPSEC there are two types of tools. JPSEC template tools are specified with a predefined tool
template. JPSEC defines templates for decryption, authentication, and integrity. JPSEC registration authority
tools are specified by an identification number given by the JPSEC registrati on authority.

3.16

JPSEC tool description

A JPSEC tool description consists of two parts: the parameter list and its values. In the case of JPSEC
template tools, the parameter list is given by the standard. In the case of JPSEC non-normative tools the
parameter list may be given by the registration authority. In both cases the parameter values are specified in
the SEC and INSEC marker segments.

3.17
Key
A sequence of symbols that controls the operations of encipherment and decipherment [ISO/IEC 7499 -2].

3.17.1

Symmetric key

When both the originator and the recipient use the same secret key or two keys that can be easily computed
from each other in a cryptographic system, the key or the pair of keys are referred to as symmetric key(s). [A.
Menezes, P. van Ooschot and S. Vanstone, Handbook of Applied Cryptography, CRC Press, 1996.]

3.17.2

Asymmetric key

When a so-called public key is used in the originator, a private key is used in the recipient in a cryptographic
system, and it is computationally infeasible to determine the private key from the public key, the pair of keys is
referred to as asymmetric keys. [A. Menezes, P. van Ooschot and S. Vanstone, Handbook of Applied
Cryptography, CRC Press, 1996.]

3.17.2.1
Private key
That key of an entity's asymmetri ¢ key pair which should only be used by that entity.

3.17.2.2

Public key

That key of an entity's asymmetric key pair which can be made public [ISO/IEC FDIS 9796 -2 (12/2001),
ISO/IEC 11770-1: 1996].

3.18

Key generation

Key generating function: A function which takes as input a number of parameters, at least one of which shall
be secret, and which gives as output keys appropriate for the intended algorithm and application. The function
shall have the property that it shall be computationally infeasible to de duce the output without prior knowledge
of the secret input [ISO/IEC 11770-2: 1996].
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3.19

Key management

The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security
policy [ISO/IEC 7499-2].

3.20

Marker emulation

A marker emulation occurs when the output of the encryption process results in cipher text that emulates a
JPEG start code.

3.21

Message Authentication Code (MAC) algorithm

An algorithm for computing a function which maps strings of bits and a sec ret key to fixed-length strings of bits,
satisfying the following two properties:

for any key and any input string the function can be computed efficiently;

for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to
compute the function value on any new input string, even given knowledge of the set of input
strings and corresponding function values, where the value of the ith input string may have been
chosen after observing the value of the first i -1 function values.

A MAC algorithm is sometimes called a cryptographic check function or cryptographic checksum function.
Computational feasibility depends on the user's specific security requirements and environment. [ISO/IEC
9797-1: 1999]

3211
Message Authentication Cod e (MAC)
The string of bits which is the output of a MAC algorithm.

3.22

Non-repudiation

The binding of an entity to a transaction in which it participates, so that the transaction cannot later be
repudiated. That is, the receiver of a transaction is able to demonstrate to a neutral third party that the claimed
sender did indeed send the transaction.

3.23

Packet

In JPEG2000 Part 1, packet is defined as a part of the bit stream comprising a packet header and the
compressed image data from one layer of the p recinct of one resolution of one tile-component. Note that this
is different from the term “packet” used in data transmission through network.

3.24
Protection
Any process in order to protect content.

3.24.1

Protection method

A method used to create or consume protected content such as encryption, decryption, authentication, and
integrity checking.

3.25

Security

All aspects related to defining, achieving, and maintaining confidentiality, integrity, availability, accountability,
authenticity, and reliability. A product, system, or service is considered to be secure to the extent that its users
can rely that it functions (or will function) in the intended way. This is usually considered in the context of an
assessment of actual or perceived threats.
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3.26

Signalling syntax

The signalling syntax specifies the format of the JPSEC bitstream. It contains all the required information for
consuming secure JPEG 2000 images.

3.27

Transcoding

Transcoding is the operation of taking an input compressed bitstream and a dapting or converting it to produce
an output compressed bitstream that has some desired property. For example, the output compressed
bitstream may represent an image with a lower spatial resolution or lower bit rate than the input compressed
bitstream.

3.27.1

Secure Transcoding

Secure transcoding is the operation of performing transcoding, or adaptation, of a protected input compressed
content, without unprotecting the content. The term secure transcoding is used, as opposed to transcoding, to
stress that the transcoding operation is performed without compromising security. Secure transcoding may
also be referred to as performing transcoding in the encrypted domain

3.28

Watermarking

Watermark is what is imperceptibly added to the cover -signal in order to convey hidden data. Watermarking
process imperceptibly inserts data representing some information into multimedia data in one of the following
two ways: one is the lossy way which means the exact cover -signal will never be able to be recovered once
the watermark is embedded. The other is the lossless way which means the exact cover -signal could be
recovered after watermark extraction.

4 Symbols and abbreviated terms

IP Intellectual Property related to technology
IPR Intellectual Property Rights relate d to content
JPSEC Secure JPEG 2000

PKI Public Key Infrastructure

ZOl Zone Of Influence

BAS Byte Aligned Segment

LSB Least Significant Bit

MSB Most Significant Bit

RA Registration Authority
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5 JPSEC Syntax (normative)

5.1 JPSEC framework overview

Central to the JPSEC framework is the JPSEC bitstream (see Figure 1): this represents a secure JPEG 2000
image. The syntax assumes that the JPSEC bitstream contains JPEG 2000 coded data, but it may be partially
scrambled or encrypted. In all cases it must follow the normative syntax defined in this IS/Recommendation.

To the JPSEC bitstream are associated a number of JPSEC security services including confidentiality of the
image data, integrity of the image data, and authentication of image data origin.

The signalling syntax specifies :

- what security services are associated with the image data
- which JPSEC tools are required to render the corresponding services

- which parts of the image data are protected
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